Abstract. ACORN is a lightweight authenticated cipher designed for CAESAR competition. This cipher is insecure if nonce is reused or the decrypted plaintext is given as output when verification fails. We use the algebraic characteristics of the output function and the feedback function to recover the state of ACORN on the condition of nonce reuse. Our attack results show that the computational complexity can fall below 2 128 for 2 chosen plaintexts with a common nonce that are better than the front attacks.
Introduction
ACORN is a lightweight authenticated cipher recently proposed by Wu [1] and submitted to CAESAR. CAESAR will identify a portfolio of authenticated ciphers that offer advantages over AES-GCM. The cipher has two versions: ACORN v1 [1] and ACORN v2 [2] . And ACORN in this paper means ACORN v2 if there is no special instruction.
In order to use ACORN securely, some requirements should be satisfied. First each K and IV pair shouldn't be used to protect more than one message or used with two different tag sizes. Moreover, if verification fails, the decrypted plaintext and wrong authentication tag shouldn't be given as output. But the designer doesn't give a security evaluation on these requirements. The paper [3] uses a few chosen plaintexts encrypted by same nonce to recover the states of ACORN. Their result shows that the computational complexity falls below 2 128 for 4 chosen plaintexts. In order to give a better evaluation, we research the algebraic properties of ACORN. Our attack results show that the computational complexity can fall below 2 128 for 2 chosen plaintexts with a common nonce. There are other analysis results on ACORN such that Liu and Lin [4] described the slid properties and proposed a state recovering attack with computational complexity 2 164 . Then Jiao and Zhang [5] used guessing strategy to give a security evaluation with computational complexity 2 
The Component Functions of ACORN
The Output Function. The keystream bit at time t is generated by the nonlinear Booblean function: 
The Feedback Function. The feedback bit at time t is generated by the nonlinear Boolean function: The initialization process of ACORN is made up of loading the K and IV into the state and running the cipher 1792 steps without generating any output. After the initialization, the associated data AD is used to update the state. Note that even if there is no associated data, the cipher will still need to run for 256 steps. After processing the associated data, the n-bit plaintext message is loaded to the cipher to compute the output ciphertext. At last the cipher goes through the final steps to generate the authentication tag.
Attack on ACORN The Algebraic Properties of Output Function
Lemma 3.1.1 [3] . 
The Nonce-reuse Attack on ACORN
In this section, we will use the encryptions of two chosen plaintexts 0 1 , P P to recover the internal state of ACORN. The two chosen plaintexts will be encrypted by the same nonce. 
The Algebraic Properties of Output Function
The paper [5] 
